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Case zelf gebruiken

Getting started

In deze case wordt en ESP32 gebruikt voor het inlezen van analoge signalen en het sturen van digitale uitgangen. De
ESP32 wordt via Wifi verbonden aan een netwerk. De gelezen waarden en het sturen van de digitale uitgangen gebeurt
via AWS IoT. De communicatie verloopt over versleutelde MQTT aan de hand van certificaten

AWS

IoT Core connective
Om de ESP32 te laten communiceren met AWS loT dient eerst een “thing” en certificaat aangemaakt te worden in AWS

- Open “loT Core” service

- Open “Things”

- Open “Create things”

- Check “Create single thing”

Create things .
A thing ress
e 1 ha

Number of things to create

© Create single thing

- Geef het thing een unieke naam
Specify thing properties ..

Athin

Thing properties w
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- Check “Auto-generate a new certificate”

Configure device certificate - optional «.

certificate with

feate to connect to AWS 16T, You can chaos

ate for your device later, Your devi
ato policy.

Device certificate

© Auto-generate a new certficate recommended)

Use my cortificate

© Uplead 58

© Skip creating a eertificate at this time

cancal

- Kiik “Create policy”
Attach policies to certiticate - optional .«

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

the device.

Policies (12)

Select up to 10 policies to attach to this certificate.

‘ Q Filter policies |

- Geef de policy rechten op de juiste iot actions:

@

"Statement": [
{
wgign: mw,

"Resource":

ngign: mn,

"Resource":

wgidn: v,

"Action": [

1,

"Resource":

"Version": "2012-10-17",

"Effect": "Allow",
"Action": "iot:Connect",

"arn:aws:iot:eu-central-l:x:client/thing"

"Effect": "Allow",
"Action": "iot:Subscribe",

"arn:aws:iot:eu-central-1l:x:topicfilter/subscribe_topic"

"Effect": "Allow",

"iot:Receive",
"iot:Publish"

"arn:aws:iot:eu-central-l:x:topic/publish_topic
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- Selecteer de net aangemaakt policy
Attach policies to certificate - optional i+

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

the device.

Policies (1/12)

Select up to 10 pol

Create policy [4

[ ons X] tmaen < 1> @

to attach te this certificate.

Name

e
- Download alle certificaten
Download certificates and keys x

Download certificate and key files to install on your device so that it can connect to
WS,

Device certificate

jte the certificate now, o later. The cortificate must be active for 3 device to connect to

AWS laT.

Device certificate Deactivate certificate | | B Downlead
d9eadT0cdes. e pem.crt

Key files
e by Fles are unique fo
Doveioad therm now s

downlaaded after you leave this page.

A\ This is the only time you can download the key files for this certificate.

Public key file B Download

d9€a470c4e9001b28714 b, eal1 51 -public pem key

ate key file B Download

d9e3470cde9301h 287149 b, a015c1-private pem key

oy

Root CA certificates

nd cipher

CA cartificate fle that corespands 1o the type of data &

also dawnload the roat C4 o

riosd
youre using. Yo

Amazon trust services endpoint B Download

RSA 2048 bit key: Amazon Raot CA 1

Amazon trust services endpoint B Download

ECC 256 bit key: Amazon Root CA 3

i

I you don't ses the root CA certificate that you nesd hers, AWS loT supperts additional
roat G ficates. These root CA certificates and others are I developer

guides. Leam more [2

ECT instance
Node red zal draaien op een EC2 instance op AWS

- Maak een nieuwe “Ubuntu” EC2 instance

EC2 > Instances » Launch an instance

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

following the simple steps below.
Name and tags info

Name

node red server ‘ Add additional tags

v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are locking for

below

Q. Search our full catalog including 10005 of application and OS images

v Summary

Number of instances  Info

1

Software Image (AMI)

Canonical, Ubuntu, 24.04, amdé...read more
ami-03cc8375791 cbBbef

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volume(s) - 8 GiE

@ Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 750 hours of
public P4 address usage per
month, 30 GiB of EBS storage, 2
million 105, 1 GB of snapshots, and
100 GB of bandwith to the

internet.

Recents My AMIs Quick Start
Amazon macos Ubuntu Windows Red Hat || SUSELI Q
Linux
> Browse more AMIs
aws ubuntu® Microsoft || @ RedHat o including AMis from
Mac sus AWS, Marketplace and
the Community

Amazon Machine Image (AMI)
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Cancel _

Review commands



- wijzig de security group zodat poort 1880 wordt toegelaten

Inbaund rules i

Type ke Protacst teke Portrangs e Sours info Dascription - sptional nfo
Custom T¢ - 1880 wmom | (@ e e
60000 X
ssH . z Anpahan... v Detete
coaa/e X
ad o
A Rl it scores of D.000/D o =/ slow al IP S3HESS8S 15 SCES5% ek TSTANCS. W FRCOMITl SREING SACLAy Fee LSS 5 alosh 35 from e P 30cresss ook X
E w changs Save rules.

- start node red en open deze in een browser
o sudo node-red

PR — 5 "9 A

S

- importeer de node-red frows
- De connectie met AWS dient nog geconfigureerd te worden in node red. Wijzig de server naam en importeer de
certificaten die werden gedownload uit AWS

Edit mqt out node > Edit mqtt-broker node i
4 Properties. L=
¥ Name aws iot
—
Connection Security Messages
@ server iot eu-west-1.amazonaws.com Port | 8883

Connect automatically
|

Use TLS TLS configuration v & s k Edit tis-config node

# Protocol MQTT V311 v

© Properties °
% Client ID nodered_01
N 1

¢ KeepAlive | 60

i Session (] Use clean session

A~ rectia | AR andan e s aanfin P —
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Digitalo

Digital1 ] e
0 json PD_ESP_Analogin_RelayOut/DigitalOut/Set/265300602277072
Digital2 @ connected
1
Digital3
]
PD_ESP_Analogin_RelayOut/Threshold/Set/255300602277072
0 M connected
1
0
1
p @ o 2 — o
[} ‘ . Analog0 . Logic
PD_ESP_Analogin_RelayOut/InputQutput/Update/255300602277072 Extract Analog Values == 9 —
d ‘ 2or Analog1 e Y
a prmm—— 1 . switch
. Anaiog2 —
|: ]
. Analog3
|: ]
- Analog4
ESP32

Gebruik esp-idf om de firmware te uploaden naar een esp32.
o https://idf.espressif.com/

Aanpassingen in de code
¢ Plaats de AWS certificaten en de “certs” folder

e In bestadn aws.c

e Wijzig eventueel de namen van de key en certificaat bestanden in lijnen 43-48
e Vul de link naar aws HOST in op lijn 32

Handle_t DataOutQueue;

t QueueReadBlockTime = pdMS_TO_TICKS( 108 );

aws_root_ca_pem_start[]
aws_root_ca_pem_end[ ]
certificate_pem_crt_start[]
certificate_pem_crt_end[]
private_pem_key_start[]
private_pem_key_end[]

Flash naar esp

Het flashen van de firmware kan met volgend commando in de esp-idf console “idf.py build flash monitor —-p COM4”.
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https://idf.espressif.com/

f.py build flash monitor -p C

\pd_esp_analogin_relayout\build

ayout\build

step for

WiFi
1 is 48MHz

De eerste maal dat de ESP32 wordt opgestart gedraagd de esp32 zich als access point met SSID “pd_esp_setup”

seam 2
Connected

@ pd_esp_setup

Surf naar 192.168.4.1 om het ssid en paswoord van het wifi access point waarmee je wil verbinden in te vullen

| Verzenden |
ss1d: | |

password: | |

vser_1d: | |

Na het verzenden herstart de esp32 en verbindt deze met het geconfigureerde access point. Daarna verbindt deze met
AWS en start deze met het verzenden van de data over MQTT.

MQITT topics:
Aanpassen digitale output: PD_ESP_Analogin_RelayOut/DigitalOut/Set/
Lezen analoge input: PD_ESP_Analogin_RelayOut/InputOutput/Update/

Hardware

Voor het testen van deze case werd gebruik gemaakt van een ESP32-WROOM-32D met volgende aansluitingen:
ANALOGO ADC1_CHANNEL_O
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ANALOG1 ADC1_CHANNEL_3
ANALOG2 ADC1_CHANNEL_6
ANALOG3 ADC1_CHANNEL_7
ANALOG4 ADC1_CHANNEL_4

DIGITALOUTO GPIO_NUM_18

DIGITALOUT1 GPIO_NUM_5

DIGITALOUT2 GPIO_NUM_17

DIGITALOUT3 GPIO_NUM_16

DIGITALOUT4 GPIO_NUM_19

Deze de pinnen waarop de analoge of digitale IO wordt aangesloten kan worden gewijzigd in het bestand “inputoutput.h”

main >

5060

init_inputoutput();
set_io output( output, value);

Contact

Glenn Adriaensens - glenn.adriaensens@thomasmore.be
Joris Dieltiens - joris.dieltiens@thomasmore.be

Projectlink: https://thomasmore.be/nl/lowcode
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